MHOOPMALIMOHHASA NMAMATKA
And ObYYAIKOLWUXCA AnAd PASMELLEHUA
HA O®OULUMATJIbHBIX MUHTEPHET-PECYPCAX

C KaabiM rogomM MOJIOAEXWN B MHTEPHETE CTaHOBUTLCA Gornblue, a LUKONbHUKN O4HM
N3 camblX aKTUBHbIX Nonb3oBaTenen PyHeTta. Mexay TeM, NOMMMO OrpOMHOr0O KOonn4ecrea
BO3MOXHOCTEWN, WHTEPHET HeceT M npobnembl. JTa namsitka AOOMMKHA MNOMOYb Tebe
©e3onacHoO HaxoAuUTbCA B CETW.

KomMnbroTepHble BUPYCbI

KoMnbloTEPHBLI  BMPYC - 3TO  Pa3HOBMOHOCTb  KOMMbIOTEPHBLIX  MpOrpamm,
OTNNYUTENBHON OCOBEHHOCTbIO KOTOPOM SIBNSIETCA CMNOCOBHOCTL K pasMHOXeHuo. B
[IOMNOSTHEHNE K 3TOMY, BUPYCbl MOTYT NOBPEANTb UMM NOMHOCTLI0 YHUUYTOXUTbL BCe doaiinbl 1
[aHHble, MOOKOHTPONbHbIE MNOSMb30BaTENd, OT WMEHM KoToporo 6Obina 3anylieHa
3apaxeHHasi nporpaMMa, a Takke MOBPeAuTb MM JaXe YHUYTOXUTb OrnepaumOoHHYH0
cuctemy co Bcemu channamm B Lenom. B 6GonbLUMHCTBE cryvyaeB pacrnpoCTpaHsoTCs
BMPYCbl Yepes MHTEPHET.

MeToAab! 3aWmThl OT BPEOOHOCHbLIX NMporpamMm:

1. Vicnonb3yin coBpeMeHHble OnepaLmoOHHbIE CUCTEMBI, UMEKOLLNE CePbEe3HbIN YPOBEHb
3alWnTbl OT BPEOOHOCHbIX NPOrpamm;

2. MNocToaHHO ycTaHaBnmMBan navyty (UMpoBbIE 3annaTkyh, KOTOpble aBTOMaTUYECKU
yCTaHaBnMBalTCA C Uenbld JopaboTkM nporpammbl) U Apyrme OOHOBMEHUA CBOeu
onepaumoHHon cuctembl. CkaumBanm nx TONMbKO C oduumanbHOro canta paspabotumka OC.
Ecnn cywecTtByeT pexum aBToMaTU4eCckoro 0OHOBMEHNS, BKIOYN €r0;

3. Paborta Ha cBoeM KOMMbHOTEPE NO4 nMpaBamMu Monb3oBaTens, a He
agMuHuUCTpaTopa. JTO He  NOo3BONUT  BOMbLUMHCTBY  BPELOHOCHLIX  Mporpamm
WHCTannMpoBaTbCs Ha TBOEM NEPCOHaNbHOM KOMMbLIOTEPE;

4. icnonb3yn aHTUBMPYCHbIE NPOrpaMMHbIe NPOAYKTbl M3BECTHbIX NPON3BOANTENEN, C
aBToMaTuyecknm obHoBneHnem 6as;

5. OrpaHnyb hm3nyecknii 4OCTYN K KOMNbIOTEPY ANS MOCTOPOHHUX NNLL;

6. Micnonb3yn BHELLUHWE HOCUTENU NHGOPMaLMN, TakMe Kak drieLuka, guck unm gamn
N3 UHTEpPHETA, TONbKO U3 MPOBEPEHHbLIX NCTOYHUKOB;

7. He oTKpbiBan KOMNbIOTEPHbIE dalnbl, NOMyyYeHHble U3 HEHALEeXHbIX UCTOYHUKOB.
[axe Te pannbl, KOTOpbIE NpUCan TBOW 3HAKOMbIW. Jlyylle YyTOYHM Y HEro, oTnpaBnan nm
OH Tebe nx.

Cetu WI-FI

Wi-Fi - 3T0 He BMA nepefayun OaHHbIX, HE TEXHOMOIMS, a BCero nuwb bpeHa, Mmapka.
Ewe B 1991 rogy HugepnaHackass komnaHus 3apernctpupoBana 6peHg "WECA", uto
obo3Havano cnosocoyetaHne "Wireless Fidelity", «koTopbln nepeBOAUTCSA  Kak
"GecnpoBogHas TOYHOCTL".

[o Hawero BpemeHu powna gpyras abbpesuaTypa, KOTOopas SBNSAETCS TaKOW Xe
TexHonornen. 910 abbpesnatypa "Wi-Fi". Takoe HasBaHue 6bINO A4aHO C HAMEKOM Ha
CTaHOapT BbICLLEN 3BYKOBOM TeXHUKWN Hi-Fi, 4YTO B nepeBoge o3Ha4aeT "BblCOKas TOYHOCTbL".



[a, 6ecnnaTHbI MHTEPHET-4OCTYN B Kadhe, oTensax n asponoprax siBASETCA OTANYHON
BO3MOXHOCTbIO BbIXO4a B UHTEPHET. HO MHOrMe akcnepTbl cYMTaloT, YTO 06LWeaoCTynHbIe
Wi-Fi ceTn He aBnsatoTcs 6e3onacHbIMN.

CoBeTbl N0 6e3onacHocTn paboTbl B 06wienoctynHblx cetsax Wi-fi:

1. He nepenaBai CBOW NUYHYKO WHpopmauuio yepe3d obwenoctynHole Wi-Fi ceTu.
PaboTas B HMX, XenaTenbHO He BBOAUTb NAponin 4OCTyNa, NOrMHbI U Kakne-To HoMepa;

2. icnonb3ayin n 06HOBNAN aHTUBUPYCHbIE NporpaMmbl M BpaHamayep. Tem cambiM Tbl
obe3onacuulb cebsi OT 3aKayku BUpyca Ha TBOE YCTPONCTBO;

3. Mpn wncnonb3oBaHun Wi-Fi oTknoun dyHkumo "O6wmin goctyn Kk pannam u
npuHTepam". [laHHas oyHKUMS 3aKpbiTa MO YMOSYaHUIO, O4HAKO HEKOTOpble Nofb3oBaTesniv
aKTMBUPYIOT ee Ans yaobcTea ncnonb3oBaHus B pabote unum yyebe;

4. He ncnonb3yn nybnuunbin WI-FI ana nepegaym nnyHbIX AaHHbIX, Hanpuvep 4ns
BbIXOAa B coUManbHble CETU UMW B SNIEKTPOHHYIO NOYTY;

5. Ncnonb3yn Tonbko 3awumuieHHoe coeanHeHne Yepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoan UMeHHo "https://";

6. B mobunbHoM TenedoHe oTknoun  yHKumo  "TogkntodeHne k- Wi-Fi
aBTOMaTu4deckun". He gonyckam aBToMaTtM4yecKoro noakmoyeHus yctponctea k cetam Wi-Fi
6e3 TBOEro cornacus.

CoumanbHble ceTu

CouuarnbHble CETU aKTUBHO BXOAAT B Hally XW3Hb, MHOTME NOAN paboTalT U XUBYT
TaMm NocTosiHHO, a B Facebook yxe 3apernctpmpoBaH munnuapn 4YenoBek, YTO SBMseTcH
O[JHOWM ceabMOW Bcex xutenem nnaHetbl. MHorme nonb3oBaTenu He MNOHUMAKOT, 4TO
WHOpMaUus, pasMelleHHas UMK B couumanbHbIX CeTsaX, MOXeT OblTb HanmgeHa u
NCnonb30BaHa KEM YyrogHo, B TOM Yncne He 06a3aTernbHO ¢ Gnarmmm HamepeHusIMu.

OcHoBHble coBeTbl N0 6E30NaCHOCTN B cOUManbHbIX CETSAX:

1. OrpaHuyb cnucok gpysen. Y Tebs B Opy3bsAX He [OOIDKHO ObITb Criyd4anHbIX U
He3HaKoMbIX noaen;

2. 3awmuian CcBOK YacTHYH XU3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, gaty
TBOEro POXAEHUS N OPYIYIO NIUYHYI0 MHGOPMaUUIO. 3rI0YMbILLIIEHHUKMA MOTYT UCMNOSb30BaTb
Aaxe nHdopmaLmio 0 TOM, KakK Tbl U TBOU POAMTENN NNiaHMPyeTe NPOBECTU KaHUKYIbI;

3. 3awmian cBo penyTaumio - AepXu ee B YACTOTe U 3agaBan cebe BONpoc: XoTen
Obl Tbl, YTOOLI ApyrMe Nonb3oBaTeENN BUAENW, YTO Thbl 3arpyxaewwb? Nogyman, npexae yem
YTO-TO ONyOnMKOBaTb, HANUCAaTb U 3arpy3nThb;

4. Ecnv Tbl rOBOPULLbL C NIOABMM, KOTOPbIX HE 3HAELlb, He UCMONb3yi CBOE pearnbHoe
NUMS U OPYrYIO NMYHY0 MHAOPMAaLIMK: UMS, MECTO XUTENbCTBA, MECTO y4ebbl 1 NPoYeE;

5. WN3beram pasmelweHna doTorpacdunin B WHTepHeTe, roe Thl M300paxeH Ha
MECTHOCTM, MO KOTOPOW MOXHO OnpeaennTb TBOE MECTOMOSIOXKEHWE;

6. Mpu pernctpauum B couManbHOM CETU HEeOoBXOAMMO MWCMONb3oBaTb CIOXHbIE
naponu, coctosilne 3 6yke 1 LGP 1 C KONMYECTBOM 3HAKOB HE MeHee 8;



7. Ansa coumanbHOM CeTU, NOYTbl N APYrNX CanToOB HEOBXOAMMO UCMNOSb30BaTb pPa3Hble
naponu. Toraa ecnu Tebs B3NOMaloT, TO 3MOYMbILWIEHHMKMA MNOAyYaT AOCTYN TOSbKO K
O[HOMY MeCTY, a He BO BCce cpaay.

ANEeKTPOHHbIe AeHbIM

ONEeKTPOHHbIE AEHbIN - 3TO OYEeHb yOOOHbLIN cnocob nnaTexemn, ogHaKO CyLLeCTBYIOT
MOLLIEHHWKM, KOTOPbIE XOTAT MNOMYYNTb 3TN OEHBIN.

OneKTPOHHbIE AEHbIM NOSIBUNMCbL COBCEM HEAABHO M MMEHHO M3-3a 3TOr0 BO MHOMUX
rocyaapcTBax 4O CUX NMOp He NPOMUCaHO NPO HUX B 3aKOHaXx.

B Poccun xe OHM OYHKUMOHUPYIOT UM O HUX YXe NPOMMCaHO B 3aKOHe, rae ux
pa3nenstoT Ha HECKONbKO BMAOB - @HOHUMMHbIE M HE aHOHUMHbIE. PasHuua B TOM, 4TO
aHOHUMHbIE - 3TO Te, B KOTOPbIX pa3spellaeTcsa NpoBoauTb onepauum 6e3 naeHtudukaumm
nonb3oBaTeniss, a B HEAHOHUMMHbIX WAEHTUdMKAUMS  nonb3oBaTenss  SABNSeTCs
obs3aTenbHON.

Takxke crneayetT pasrnmyaTtb 3N1EKTPOHHDbIE (bl/laTHbIe OEHbIn (paBHbI rocyaapCrtBeHHbIM
BaJ'IIOTaM) N SNEeKTPOHHbIE HerI/IaTHbIe OEeHbIrn (He paBHbl rocyaapCTtBEHHbIM BaJ'IPOTaM).

OcHoBHble coBeTbl No 6GesonacHon paboTe ¢ ANEKTPOHHLIMU AEHbraMMU:

1. MpuBsXN K cHeTYy MOOUNBHBIA TeNnedoH. 3TO camMbli yOOOHbBIM N BbICTPbI cnocob
BOCCTAHOBUTb JOCTYN K c4yeTy. [NpmBs3aHHbIN TenedoH NoMoXeT, ecnv 3abyaellb CBOM
nraTeXHbl Naposb UK 3anfellb Ha canT C HE3HAaKOMOro YCTPOUCTBA;

2. Vcnonb3yn ogHopasoBble naponu. llocne nepexoda Ha YCUNEHHY aBTOpM3aunto
Tebe yxxe He ByaeT yrpoxaTb OMACHOCTb KpaXu Unu nepexasarta nnaTexHoro napons;

3. Bbibepun cnoxHbin naponb. lpectynHukam OyaeT He NpOCTO yragaTb CHOXHbIN
naponb. HagexHble naponu - 9TO NMaposiv, KoTopble cogepXaT He MeHee 8 3HakoB U
BKIOYalOT B ce0s1 CTPOYHbIE U NPONUCHbIE BYKBLI, LNMMPbI U HECKOMBKO CMMBOSOB, Takme
Kak 3HaK gonnapa, pyHTa, BocknmuaTenbHbI 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOM NIMYHbIE AaHHbIE HA canTax, KOTOPbIM HE JOBEpPSELLb.
ANeKTpOoHHas no4yTa

OreKTPOHHAas NoYTa - 3TO TEXHOMOMMS U NpeaocTaBnaeMble el yCrnyrm no nepechisike
N NOSNTYYEHNIO SNEKTPOHHbIX COODLLEHMI, KOTOPbIE pacnpenenstoTCa B KOMMNbIOTEPHON CETH.
OB6bI4HO  9NEKTPOHHbIN NOYTOBbLIN AWMK  BbIMSAUT  cnegyrowwmnm obpasom:
UMS_Nonb3oBaTend@umsa_aomMeHa. Takke KpoMe nepegadm NpocToro TEeKCTa, MMeeTcs
BO3MOXHOCTb nepefasatb dpansbl.

OcHoBHble coBeTbl NO Ge3onacHon paboTe C 3NEKTPOHHON NOYTOWN:

1. Hago BbiGpaTb npaBunbHbLIN MOYTOBbLIA CEpBUC. B WHTEpHETE eCTb OrpOMHbIV
BbIOOp 6ecnnaTHbIX NOYTOBbLIX CEPBMCOB, OQHAKO Iyylle LOBEPSATb TEM, KOro 3Haellb U KTO
nepBbIv B PENTUHTE;

2. He ykasbiBan B NIMYHOM MOYTE NIMYHYIO MHopmauuio. Hanpumep, nydwe BbibpaTb
"My3blkanbHbIi_haHaTt@" unum "pok2013" BmecTo "Tema13";

3. icnonb3yn OByxaTanHyo aBTopmusaunio. ATo Korga noMMMo napons Hy>KHO BBOAUTb
koA, npucbinaemoin no SMS;



4. Bbibepn cnoxHbih naponb. Ons KaXaoro NoYTOBOro siLMKa AOSMKEH ObiTb CBOW
HaZEeXHbI, YCTOWYMBLIN K B3[IOMY Maporib;

5. Ecnn ecTb BO3MOXHOCTb HanucaTb caMomy CBOW NNYHbLIN BOIMpoOC, I/ICI'IOJ'Ib3yl7I Ty
BO3MOXHOCTb;

6. Mcnonb3yin HeECKOSIbKO MOYTOBbLIX AWMKOB. [lepBbii ANA 4YaCTHOW MNepennucku ¢
agpecaTamu, KOTOPbIM Tbl AoBepsiellb. OTO AMEKTPOHHbLIA agpec He Hago MCNosb30BaTb
npu pernctpaumm Ha oopymax n cantax;

7. He oTkpbiBan dannbl n gpyrue BriOXeHUs B NMUCbMaXx, JaXe eCcrni OHW NpuLLInn ot
TBOMX Apy3en. Jlydwie yTouHM Y HUX, OTNpaBnsanu nn oHu tebe atun annsi;

8. MNocne okoH4YyaHusa paboTbl Ha MOYTOBOM CepBMCE Nepen 3akpbiTUeM BKNagku C
canToM He 3abyab HaxaTb Ha "Bbiitun".

Kn6epOynnuHr unu BupTyanbHoe usgeBaTenbCTBO

KnbepbynnuHr - npecnegoBaHue cooOLeHnaMM, coaepawmmMmmn  ockopbreHus,
arpeccuio, 3anyrMBaHue; XynuraHcTBO; couuanbHoe OOMKOTMPOBaHME C  MOMOLLBIO
pPasfnnYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6bopbbe ¢ KNbepOynNIMHrom:

1. He 6pocaricsa B 601. Jlyqwmnin cnocob: nocoBeToBaTbCA Kak cebsi BECTU U, eCnn HET
TOro, K KOMy MOXHO OOpaTUTLCA, TO BHaYane ycrnokouTbcs. Ecnn Tbl HayHewb oTBevaTb
ockopbneHnsiMn Ha ockopOneHnst, TO TONbKO eLle Gornblue pasoxKellb KOHMINKT;

2. YnpaBnsu cBoen knbeppenyrauyunen;

3. AHOHMMHOCTb B CE€TM MHUMas. CyUJ,eCTByI-OT Cnocobbl BbISICHUTb, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM;

4. He cToMT BECTU XynuraHckuin obpas BupTyanbHOW Xun3Hu. IHTEpHET puKkcupyeT Bce
TBOM AENCTBMUS U COXpaHSET nx. Yaanutb nx 0yaet kpanHe 3aTpyaHUTENBHO;

5. Cobntogan cBot BUPTYarnbHYO YeCTb CMOSIOAY;

6. WrHopupyn eaouvHuyHbin HeratmB. OgHOpasoBble OCKOPOUTENbHbIE COOBLLEHUSN
nyywe nrHopmpoBaTtb. OGbIYHO arpeccusi NpPekpaLLaeTca Ha HavYanbHOW CTaanu;

7. baH arpeccopa. B nporpammax o6meHa MrHOBEHHbIMW COOOLLUEHUSAMKU, B
coumanbHbIX CETSAX €CTb BO3MOXHOCTb BNOKMPOBKM OTNPaBKM COOBLLEHMI C onpeaeneHHbIX
a[pecos;

8. Ecnu Tbl cBuageTenb knbepOynnuHra. TBOM [OENCTBUS: BbICTYNUTb MPOTUB
npecnegoBaTens, nokasaTb €My, YTO €ro AENCTBUS OLEHMBAKOTCA HEraTMBHO, NoAAEepPXaTb
XepTBy, KOTOPOW HyXXHa MNCUXONormyeckas mMoMoLlb, COOBWUTL B3POCHbIM O doakTe
arpeccuBHOro NoBeaeHus B CETH.

Mo6unbHbIN TenedhoH

CoBpemeHHble cMapTdOHbl M NNaHweTbl cogepXaT B cebe BMoONMHe B3POCHbIi
dyHKUMOHAr, U Ternepb OHM MOryT KOHKYpMpOBaTb CO CTaUMOHaPHbIMU KOMMbHOTEPaAMU.
OpHako, cpeacTB 3awwmThl AN9 NOAOOHBLIX YCTPOMCTB NoKa OYeHb Mano. TecTupoBaHue U
NMOUCK YA3BUMOCTEN B HUX MPOUCXOOUT HE TaK MHTEHCUBHO, Kak anda [K, To xe camoe



KacaeTcsi U MOBUMbHBIX MPUNOXEHWUN.

CoBpemMeHHble MObOUIbHbIE Opay3epbl yXe MpakTUYeCcKn [AOorHanu HacToSbHbIe
aHanoru, ogHako paclumpeHue ¢yHKLMOHana Bnevet 3a cobon 6OoNbLUYD CNOXHOCTb U
MEHbLUYH 3aLMLLEHHOCTb.

[laneko He Bce npon3soauTesin BblMyCKakOT oOHOBMNEHUS, 3aKpbliBawLlne Kpnutn4eckmne
yA3BUMOCTU A5A CBOUX yCTpOVICTB.

OcHoBHble coBeTbl AN 6e3onacHOCTU MOBUNbLHOro TenedoHa:

Huyero He siBnsieTcs no-HactosileMy 6ecnnatHbiM. Byab ocTopoxeH, Beab korga
Tebe npepgnaralT GecnnaTtHbli KOHTEHT, B HEM MOFYT OblTb CKPbITbl KakMe-TO MnaTHble
ycnyru;

Ayman, npexge 4yem otnpasutb SMS, ¢oTO nnu Bnaeo. Tbl TOYHO 3HaELb, IAe OHU
ByayT B KOHEYHOM uTOore?

Heobxoanumo o6HOBNATL OnepaLmMoHHY0 CUCTEMY TBOEro CMapT(OHa;
Mcnonb3yin aHTUBMpPYCHbIE NporpamMMbl At MOBUITbHBIX TENEOHOB;

He 3arpy>Kal71 npunoXxeHnda OoT HENU3BECTHOINO UCTOYHUKA, BE€b OHMU MOIYT CcOOepXXaTb
BpeaoHOCHOe rnporpamMmmMmHoe obecneyeHue;

[Mocne TOro Kak Thl BblMgelWb C cauTa, rae BBOAWUIT JNIMYHYO MHGOpMaUUIo, 3anan B
HacTpownkn bpaysepa n yganu cookies;

I'Iepmop,mquKvl I'IpOBGpFIVI, Kakue nraTtHble YCIyrn aktTuBupoBaHbl Ha TBOEM HOMEPE,

[aBan cBon HOMep MOBUNBHOro TenedgoHa TOMbKO NAAM, KOTOPbIX Thl 3HAELb U
KOMY [JOBepsieLLb;

Bluetooth gomkeH ObITb BbIKNKOYEH, KOrda Tbl MM He nonb3yelwbecs. He 3abbiBan
WMHoraa npoBepsTb 3TO.

Online urpbl

CoBpeMEeHHblE OHNaWH-Urpbl - 3TO KPaCOYHble, 3axBaTbiBaloWME pa3BrevYeHus,
obbeauHsIIoLWLMe COTHM ThICAY 4YerioBek Mo Bcemy Mupy. Mrpoku mccrnegyloT OaHHbIA UM
MUp, oblwalTcs Opyr C APYroMm, BbIMOMHSIIOT 3adaHusl, cpaXarTcs C MOHCTpamMu U
nony4atroT onbIT. 3a y40BONbLCTBME OHM NNATAT: MOKynarT AUCK, onnaynBaroT aboHeMeHT
UM NPUOGPETAKT KaKMe-TO ONUUN.

Bce aTu cpepctBa uayT Ha nogdepkaHue W pasBuUTME Urpbl, a Takke Ha camy
6e30nacHOCTb: COBEPLUEHCTBYIOTCS CUCTEMbI aBTOPWU3aLUK, BbIMYCKAOTCS HOBble NaTyu
(umcbpoBble 3annaTtky 4ns NporpamMM), 3aKpbiBalOTCsl YSI3BUMOCTM CEpBEPOB.

B nogobHbIx nrpax CTtouT onacatbCA He CTOJIbKO CBOUX COMEpPHUKOB, CKOJIbKO KpaXwu
TBOEro napond, Ha KOTOpoM OCHOBaHa CMcTtema aBTopu3aunm OonblNHCTBA urp.

OcHoBHble coBeTbl MO 6€30NacHOCTM TBOEro UFPOBOrO akKayHTa:

1. Ecnu pgpyron wurpok Begetr cebs nnoxo unm co3gaet Tebe HenpusiTHOCTH,
3abnoknpym ero B CNnckKe UrpokoB;

2. I'Io>|<any|?109-| aaAMUHNUCTPAaTOpaM WUrpbl Ha nMJioxoe noBegeHne 3TOro Wurpoka,



XenaTtenbHO NPUNOXUTb Kakne-To JokasaTernibCTBa B BUAE CKPUHOB;
3. He ykasbiBan nMyHy0 MHopmaumo B npodansie nrpbl;
4. YBaxan gpyrmx y4aCcTH/UKOB MO Urpe;
5. He yctaHaBnvBamn HeomumnarnbHble naTtin n Moapl;
6. Nicnonb3yn cnoxHble U pasHble naponu;

7. Daxe BO BpeMaA uUrpbl He CTOUT OTKMYaTb aHTMBUPYC. [loka Tbl Urpaellb, TBOWM
KOMMbOTEP MOTYT 3apa3unTb.

PULINHT Unun Kpaxa JINYHbIX AaHHbIX

OOGbl4yHOM Kpaxewn AeHer U AOKYMEHTOB CErogHsl YXe HUKOro He yauBULb, HO C
pasBUTUEM WHTEPHET-TEXHONOMMN 3MOYMBbILLSIEHHUKN NEepeMeCTUrINCb B UHTEPHET, U
nNpoaosmKarT 3aHMMaTbes "nobumesiM" genom.

Tak nosiBunacb HOBas yrpo3a: MHTEPHET-MOLUEHHMYECTBA UK (PULLNHT, raBHas Uenb
KOTOPOro COCTOUT B MOSMyYeHUN KOHpmAEHUManbHbIX AaHHbIX NOfb30BaTeENEN - JIOTMHOB U
naponen. Ha aHrnuinckom nasbike phishing untaetca kak duwmHr (ot fishing - pbibHas
noens, password - naposb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cnegn 3a cBouMM akkayHToM. Ecnv Tbl nogospeBaellb, YTO TBOSI aHkeTa Obina
B3IlOMaHa, To Heob6XoaMMO 3abnoKMpoBaTh ee U CoobLWNUTL aAMUHUCTPaTopaM pecypca 06
9TOM KaK MOXHO CKOpEe;

2. Wcnonb3yn 6GesonacHble Beb-calTbl, B TOM 4uUCre, MHTEPHET-MarasuHoB U
NMOWCKOBbLIX CUCTEM;

3. Vicnonb3yi cnoxHble 1 pasHble naponu. Takum obpasom, ecnn Teba B3nomatoT, TO
3M0yMbILAEHHNKM NonyyYaT AOCTYN TOMbKO K OQHOMY TBOeMy Npodusto B CETU, a He KO
BCEM,;

4. Ecnn T1ebs B3nomanu, TO HeobGXoOuMMO NpeaynpeauTb BCEX CBOWUX 3HAKOMBbIX,
koTopble AobaBrneHbl y Tebs B ApYy3bsX, O TOM, YTO Tebs B3rioManu 1, BO3MOXHO, OT TBOEro
MMeHn ByaeT paccbiniaTbCsi cnam U CChINKM Ha (ULLIMHIOBLIE CalTbI;

5. YctaHoBu HagexHbin naponb (PIN) Ha MoOBUnbHbIN TenedoH;
6. OTKNO4YM coxpaHeHue napons B 6paysepe;

7. He oTkpbiBan dhannbl 1 gpyrue BNOXEHUs B NUCbMax, AaXe €Cnn OHW MPULLU OT
TBOMX ApYy3€en. Jlyylle yToOYHM Yy HUX, OTNPaBAsann v oHn Tebe aTn pannsi.

LUndpoBas penyrauus

Lindposas penytaumsa - 3To HeratMBHasi Unn NO3MTUBHaA MHGOpMauus B ceTn o Tebe.
KomnpomeTupyowaa wuHpopMauusi, pasMelleHHas B WHTEPHETe, MOXET Cepbe3HbIM
obpa3oM OoTpasnTbCs Ha TBOEW peanbHOW Xu3Hu. "Lindposas penytaums" - 9TO TBOW
UMUK, KOTOPbIN dopMupyeTcsa n3 nHgopmauum o Tebe B MHTEPHeETE.

TBOE MECTO XuUTenbCcTBa, y4ebbl, TBOE (PUHAHCOBOE MONOXEHNE, OCOOEHHOCTU



XapaKkTepa 1 pacckasbl 0 6rnM3KMX - BCe 3TO HakannMBaeTCcs B CETU.

MHorve nogpocTKn NErkoMbICNEHHO OTHOCATCS K Ny6nukaumm nuyHon nHgpopmauumn B
NHTepHeTe, He NOHMMasi BO3MOXHbIX MOCNeACTBUN. Thbl Aaxe He CMOXellb AorafaTtbCs O
TOM, 4YTO doTorpadmsi, pasmeLLleHHasa 5 neT Hasaad, ctana NPUYNHON OTKasa NPUHATL TebsA
Ha paboTy.

KommeHTapuu, pasmewieHune TBoux dpoTorpacdumin 1M apyrme OencTtBus MOryT He
MCYE3HYTb Adaxe nocne TOoro, Kak Tbl UX yAanuwb. Tbl HEe 3Haelb, KTO COXpaHwuI 3Ty
MHopMauuio, rnornana nm oHa B MOUCKOBbIE CUCTEMbI U COXPaHWUIIacb NN OHa, a rnaBHoOE:
4yTo nogymalT o Tebe oKpyxawlwme nwau, KoTopble Hanmgyt v yBMAAT 3T10. Hawntm
MHpOpMaLUUNIO MHOTO NeT CMyCTA CMOXEeT ftobon - kak u3 Jobpbix NobyXaeHun, Tak u C
HaMmepeHneM NPUYMHUTL Bped. ITO MOXET OblTb KTO YroAHO.

OcCHOBHble COBETbI NO 3alUMTe LMGPOBO penyTauum:

1. NMogyman, npexae 4yem 4to-To nNybnukoBaTb U nepenasaTb y ceba B 6rore unm B
coumanbHON ceTu;

2. B HacTpoukax npocunsa ycTaHOBM OrpaHUYeHUs Ha NPOCMOTP TBOEro npodusis u
ero cogepXXmmMoro, caenan ero Tonbko "gns apysen”;

3. He pa3mewian 1 He ykasbiBa MHpopMaLmo, KOTopasi MOXET KOro-nmbo ockopbnsaTb
nnm obmxaTb.

ABTOpCKOe npaBo

CoOBpEMEHHbIE LUKOMBHUKN - aKTUBHbIE MOMb30BaTENN UUGPOBOro NpOCTpPaHCTBA.
OpHako ganeko He BCe 3HAT, YTO MOSb30BaHWME MHOMMMU BO3MOXHOCTAMU LIMGPOBOro
Mupa TpebyeT cobnogeHns npaB Ha MHTENNEKTyanbHyt COBCTBEHHOCTD.

TepMunH "wHTennekTyanbHass COBCTBEHHOCTb" OTHOCUTCA K pPasfUYHbIM TBOPEHUAM
YEeroBEYECKOro YyMma, HadMmHas C HOBbIX W300peTeHMin U 3HakoB, OOGO3HaYaKLMX
COBCTBEHHOCTb Ha nNPOAYKTbl W YCNYrKn, W 3akaH4unmBasd KHuramu, oTtorpadusamu,
KMHOUINIbMaMmn 1 My3blKaribHbIMU MPON3BEAEHUAMM.

ABTOpCKME nMpaBa - 93TO MpaBa Ha WHTENnNekTyanbHyld COBCTBEHHOCTb Ha
Npou3BeAeHUs HayKu, NUTepaTypbl U UCKycCTBa. ABTOPCKME MpaBa BbICTyNalT B KayecTse
rapaHTMM TOro, YTO WHTENNEeKTyanbHbIA/TBOPYECKUA Tpya aBTopa He OyaeT HanpacHbIM,
[acT emy crpaBeasiMBble BO3MOXHOCTM 3apaboTaTb Ha pesyrbTaTax CBOero TpyAaa,
NoNyyYnTb W3BECTHOCTb W npu3HaHue. Hukto 6e3 paspelleHWss aBTopa He MOXeT
BOCMNPOM3BOAUTL €ro MPOu3BEAEHNe, pacnpocTpaHaTb, MNyOnMYHO [OEMOHCTpUpOBaTb,
npoaasaTb, MMMNOPTMPOBATh, nyckaTe B MpokKaT, ny6rM4HO  WCMONHSATD,
nokasblBaTb/MCMNOMHATL B 3dhmpe unm pasmewiaTtb B VIHTepHeTe.

Mcnonb3oBaHue "nupatckoro" nporpaMmmHOro obecneyeHuss MOXET NpuMBECTU K
MHOIMMM pUCKaM: OT NOTEPU AaHHbIX K TBOMM akkayHTam 00 GrOKMPOBKM TBOErO YCTPOWCTBA,
roe yctaHoBneHa HerneranbHasi nporpamma. He ctouT Takke 3abbiBaTb, YTO CYLLECTBYHOT
neranbHble 1 6ecnnaTHble NPOrpaMmbl, KOTOPbIE MOXHO HANTWN B CETU.

O nopTane
CeTeBun4oK.pcd - TBOW [MaBHbIN COBETYMK B CETU. 34€Cb Tbl MOXELWb Y3HaTb O

©e30nacHOCTN B CETU MOHATHBLIM U OOCTYMHbIM A3bIKOM, a Npn BO3SHUKHOBEHNN KpVITI/I‘-IeCKOIZ
cutyaumm O6paTI/ITbCFI 3a coBeToM. A TaKxe NMPUHATb y4aCTue B KOHKYpCax U CTaTb CaMbIM



UMdPOBLIM rpaxgaHuHoM!



